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POLICY/

PROCEDURE
I.
PURPOSE:

To establish requirements for user account passwords for staff access to the bureau’s computer systems.

II. POLICY: 
The GLCVB requires users to follow best practices for password protection.

· Always use strong passwords  (see below). 

· Passwords must not be written down. 

· Never share passwords with anyone. 

· Change passwords immediately if they may have been compromised. 

· Be careful about where passwords are saved on computers. Some dialog boxes, such as those for remote access and other telephone connections, present an option to save or remember a password. Selecting this option poses a potential security threat. 

The role that passwords play in securing an organization's network is often underestimated and overlooked. Passwords provide the first line of defense against unauthorized access to our network.  As we now have multiple access points to our network via the internet, strong passwords are essential to our network security.
Weak passwords provide attackers with easy access to our computers and network, while strong passwords are considerably harder to crack, even with the password-cracking software that is available. Password-cracking software uses one of three approaches: intelligent guessing, dictionary attacks, and brute-force automated attacks that try every possible combination of characters. Given enough time, the automated method can crack any password. However, strong passwords are much harder to crack than weak passwords. 

A strong password:

· Is at least seven characters long. 

· Does not contain your user name, real name, or our company name. 

· Does not contain a complete dictionary word. 

· Is significantly different from previous passwords. Passwords that increment (Password1, Password2, Password3 ...) are not strong. 

· Contains characters from each of the following four character groups: Uppercase letters, lowercase letters, numbers and symbols.

A weak password:

· Is no password at all. 

· Contains your user name, real name, or company name. 

· Contains a complete dictionary word. For example, Password is a weak password. 

An example of a strong password is J*p2leO4>F.

A password can meet most of the criteria of a strong password but still be rather weak. For example, Hello2U! is a relatively weak password even though it meets most of the criteria for a strong password and also meets the complexity requirements of our password policy. H!elZl2o is a strong password because the dictionary word is interspersed with symbols, numbers, and other letters. 

III. PROCEDURE:
The password requirements are:

Minimum of 7 characters

Contain at least 3 of the 4 character groups mentioned above

Cannot be a password used within the prior ten (10) password resets

Does not contain your account name or full name

Must be changed every six (6) weeks
Must be active for two (2) weeks before changing (unless compromised)


(Helps ensure user does not get confused by changing too frequently)
Required Password Change

You will be required to change your password every six (6) weeks.  You will be prompted for this change every time you log in to the network during the two (2) weeks prior to expiration.  The Microsoft Server has a feature that checks the complexity of the new password every time you change it. If the password does not meet complexity requirements, a dialog box will appear, alerting you of the password requirements.

If you fail to change your password before the expiration date, you will need to contact the Vice President, Finance & Administration to have your user account unlocked.

Optional Password Change
You may choose to modify your own password before the mandatory change notification occurs (as long as two weeks have elapsed since your last password change).  To do this, simultaneously press CTRL-ALT-DELETE after a successful login and choose the Change Password option on the screen that appears.
Multiple Failed Attempts
After 3 unsuccessful login attempts, your user account will become locked for 30 minutes and you will not be able to access the network.  You must either wait out this time period, or contact the Vice President, Finance & Administration to unlock your account.
